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Managing the Business Risk of Fraud
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All organizations are subject to fraud risks. Fraud cases,
whether large or small, can lead to significant legal costs,
investment losses, damaged reputations and even the
downfall of entire organizations. Reactions to recent
corporate frauds have led the public and stakeholders to
expect organizations to vigilantly address the risk of
fraud. Only through diligent and ongoing effort can an
organization protect itself against the business risk of
fraud.

Risk Governance — Setting the Tone

Every organization should have a fraud risk management
program implemented, including written policies, to
convey the expectations of top management to the rest
of the organization. Senior management needs to create
a culture through policies, words and actions where it is
clear to the rest of the organization that fraud is not
tolerated and that any such behavior is dealt with swiftly
and decisively.

Components of a Fraud Risk Management Program

A well-developed fraud risk management program
contains the following elements:

Commitment — Senior management should communicate
their commitment to fraud risk management on an
ongoing basis. This includes periodic reviews and
updates to the organization’s written fraud policy.

Ongoing Fraud Risk Assessment — A fraud risk assessment
should be performed on a systematic and recurring basis
to identify where fraud may occur within an organization.
A fraud risk assessment may include

hiring an outside consultant such as a Certified Public
Accountant (CPA) or Certified Fraud Examiner (CFE) to
perform an evaluation of the risks that are specific to
your organization.

Implementation of Prevention Techniques — After
performing the risk assessment, preventative controls
should be established to mitigate the possible impacts on
the organization. Prevention is the most proactive fraud-
fighting measure an organization can enlist. The design
and implementation of control activities to address fraud
risks should be a coordinated effort spearheaded by
management with an assembled cross section of
employees and can include outside consultants such as
CPAs or CFEs.

Some examples of fraud prevention procedures that
organizations of all sizes can implement include:

e Have a receptionist open the mail, log the checks
before giving checks to the bookkeeper.

® Scan checks directly to the bank. Most banks offer
low cost check scanning capabilities where checks can
be scanned at your office and immediately
deposited into your bank account.

e Create an approved vendor list to prevent
employees from setting up fake vendors.

e Have someone mail the outgoing checks other than
the person who prepared the check.

Fraud Detection — An organization can never eliminate
the risk of fraud entirely. Fraud detection techniques
should be established to identify fraud when
preventative measures fail. Fraud detection techniques
commonly include whistleblower hotlines, process controls
and dedicated proactive fraud detection procedures.
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Some examples of fraud detection procedures that Initial Detection of Occupational Fraud

organizations of all sizes can implement include: .
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Fraud Investigation and Corrective Action — A formal

reporting process should be in place for an organization

to properly receive, evaluate and investigate any

allegations of fraud in a timely manner.

Looking Forward se%  67% so% 7% -

A proqctive qpproqch to mqnqging fraud risk is one of Never Charged or  Had Prior Convictions ~ Charged But Not Other*

Convicted Convicted

the best steps organizations can take to mitigate 5012 w0

exposure to fraudulent activity. Although complete

elimination of fraud risk is most likely unachievable in Breakdown of Red Flags

your organization, you can take positive and constructive Demonstrated by Fraudsters

steps to reduce exposure and can significantly mitigate

your risk of fraud.
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